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1 VPST The Virtual Provisioning System

As a company:
1 Using the VPS enables you providing the fastest provisions possible.
1 Using the VPS gives you total control over provisions and their payout.
1 Using VPS minimizes your payment risks.
As a sales member:
1 Using VPS enables you retrieving provisions the fastest way possible
1 Using VPS gives you greatest flexibility in building your market
I Using VPS minimizes your payment risks.

In the following we will discuss using the VPS as well as giving some more details on the statements given at
top.

We will additionally shade light on possible usage of the VPS in different business scenarios.

2 Target Audience

VPS was developed for companies which base their sales strategy on Direct Sales or Network Marketing. The
following description will focus on scenarios typical for these kinds of companies. Anyhow, VPS can be used for
nearly any kind of company which is benefiting others for their contribution to sales, i.e. Affiliates.

In case you run a company having a sales strategy based on a numerous amount of independent sales partners,
VPS is targeted for you.

In case your company aims enabling a secure and maintainable micro-payment system VPS is targeted for you.

3 VPS i Main Ildea

The main idea of the VPS is providing a virtual payment system for your sales team. Having such a system in-
house makes you independent from external partners such as eGold or Paypal.

A virtual payment system speeds up your business since a lot of manual actions do not have to be run. As long
as all transactions happen virtually, they are available and valid immediately. That means, a payment made in a
shop is available for provisioning immediately as long as it took place by VPS.

Alternatively, in case such a purchase has to be paid by Bank Transfer, provisioning can take place only after
the payment reached the companies bank account.

4 VPS1 Why Virtual Provisioning System and not Virtual Payment System

VPS is a tool for your company, only. It is not an open, independent virtual payment system like Paypal or
others.

There are several dangers you have to face when offering a service like VPS. First and overall people might try
using VPS for washing money (like they do trying using Paypal or eGold, etc.).



TrustLevels automatically prevent abusing the VPS™.

VPS has been designed primarily for handling the earnings of your sales team i their provisions.

Additionally, members of your sales team are entitled transferring money from their bank accounts to their VPS
account. This process is controlled by you T you are encouraged to reject transfers up from a certain height as
well as reject transfers based on frequency. Finally you simply refuse transferring physical money to a bank
account of a VPS member in case you do not want to.

Normally, a VPS member transfers just a small amount of money from his/her bank account to the VPS. This
money can be used for initial product purchases. Later on the VPS account will be filled by provisions the
member earned.

Of course, the member is enabled transferring the money earned to his bank account.

Again, this is controlled by you and your staff.

5 VPST1 Overview

VPS is a high secure Virtual Provisioning System. It entitles you sending money from one VPS account to
another VPS account as well as receiving provisions earned on your VPS account. Additionally you are entitled
transferring money from your bank account to your VPS account or from your VPS account to your bank
account.

The company decides the maximum amount which can be transferred on to your VPS account as well as what
amount can be transferred out to your bank account.

VPS Transactions are secured by a multi-layer security setting.

The VPS itself is secured by a fine-tuned user access system.

6 VPST1 Users

VPS knows the following users:

Members

Secretary Nr. 1
Secretary Nr. 2
Administrators.

E ]

All user types have different rights as well as tasks within the system.

6.1 Members

A Member is part of the sales team. A Member can see and work with his/her VPS account only.

! TrustLevels are new to Ver. 3.X of the VPS. See Pt. 10 TrustLevels, P. 8ff for details.




A member uses the VPS for transferring money from his/her VPS account to an account of another Member, for
receiving provisions on his/her VPS account and for transferring VPS balances to his/her Bank Account. Last but
not least a Member can transfer money from his/her Bank Account to his/her VPS account.

6.2 Secretary 1

A Secretary 1 can confirm incoming or outgoing Bank Transfers but not accept them. Only accepted bank
transfers change the actual VPS account.

A Secretary 1 can inspect Bank Transfers of a member as well as VPS Transfers. This enables a Secretary 1
answering questions of a Member.

6.3 Secretary 2

A Secretary 2 can accept bank transfers i only accepted bank transfers will change the VPS account.

Both secretaries cannot perform a valid booking on a VPS account on their own. Secretary 1 requires Secretary
2 accepting her work, Secretary 2 requires Secretary 1 preparing her work.

A Secretary 2 can inspect Bank Transfers of a member as well as VPS Transfers. This enables a Secretary 2
answering questions of a Member.

6.4 Administrators

Administrators can check overall performance of the system. They will retrieve information about all VPS
transfers as well as all bank transfers. Administrators configure the VPS. Anyhow, they cannot confirm/accept
any bank transfers or initiate any payments.

7 Job Descriptions

7.1 Members

Members simply perform their sales job. They will retrieve provisions on the VPS account and can initiate a pay
out to their bank account. Alternatively, they can transfer money from their bank accounts to their VPS account.

7.2 Secretary 1

Secretary 1 confirms all bank transfers. This is the first step of a bank transfer. This normally involves the
following working steps:

1 Check if this is an incoming or outgoing bank transfer
+ If incoming bank transfer, check if we have a physical bank transfer on our bank account
- If we have, check its height
- If acceptable, confirm the transfer
- If not acceptable, reject the transfer
- If we do not have an incoming physical bank transfer, do nothing
+ If outgoing bank transfer,




- check frequency of last outgoing transfers
- check amount
-check €.

- If transfer OK, confirm

- Else, reject

7.3 Secretary 2

Secretary 2 checks the work of Secretary 1 and accepts her settings or rejects the transfer in case something is
wrong.

7.4 Administrator

An Administrator keeps an eye on everything.
Administrators control the system as well as the overall performance of the enterprise by consulting the various

reports provided. Additionally, Administrators are entitled configuring the VPS, i.e. specifying TrustLevels,
Company Bank Accounts or Company Data.

8 Assigning users and jobs

The company should assign roles like Secretary and Administrator to trustworthy persons only. Never ever a
person should have access to VPS accounts of type Secretary 1 plus Secretary 2, simultaneously.

Keeping both types of Secretary separated prevents people from creating virtual money within the VPS.

The number of Administrators should be limited to the maximum. Since Administrators can create new users the
company heavily relies on the integrity of the persons fulfilling this role.

Whenever a person leaves the company the account has to be deleted immediately preventing any possible
fraudulence.




9 VPS Security

VPS was designed with strong focus on security. The system knows a multi-layer security concept entitling every
Member and all other user types securing access to the system as well as each single transaction within the
system.

By default, VPS can be accessed over a secured Internet Connection, only (SSL).

9.1 SSL

A connection to the VPS server is established over a secured Internet connection, only. The connection is made
by the HTTPS protocol. This protocol requires a valid certificate on server side by which you can check the
validity of the connection. In case your Browser moans about the certificate used to encrypt the connection you
should check if you are connected to the correct server.

The HTTPS connection will encrypt all data send across the Internet making it more difficult for any possible
attacker getting access to the data send.

In order to even more secure your VPS account and each single transaction VPS offers a variety of security
options:

TAN security
SMS security
Browser security
IP security.

E R

Every user of the VPS can define the level of security according to his/her preferences. By default, all of the
options listed above are disabled.

9.2 TAN Security

TAN security requires confirming every security relevant setting, i.e. changing of personal data or the security
settings themselves, and each single transaction performed by a TAN (Transaction Access Number).
Everybody performing online banking is used to the system of TAN.

Without a valid TAN no operation can be finished.
The VPS will create an initial TAN List for you once you activated this setting within your security settings. The
TAN List will be send to the Email Address you stated within your Personal Settings or to the Email Address you

stated within the security settings dialog.

Whenever a security relevant operation is performed by you, the system requests a TAN for confirmation from
you.

It is recommended to enable this setting.

Security Rating: Medium.
Reason: An attacker requires access to your Email Account or local PC in order to get the TAN List.




9.3 SMS Security

Assuming a worse case scenario, your local PC - used to access the VPS T is infected by every Trojan, RootKit
or BackDoor possible. An attacker, having implemented all of these goodies on your PC, will have access to
your TAN List, therefore.

In order to secure your transactions even in this worse case scenario VPS provides SMS Security.

SMS Security will require entering a one-time access code send to you by SMS in order to confirm a transaction
or change of settings.

As long as you have not lost your Mobile Phone, lend it to somebody else or got it stolen, only you can receive
the last code required to perform a transaction. This makes VPS the most secure virtual payment system
available.

It is recommended to enable this setting.

Security Rating: Strong.
Reason: An attacker requires access to your Mobile Phone in order to get the access code.

9.4 Browser Security

Using Browser security forces the VPS to check the current Browser you use for accessing the VPS. In case it is
a different Browser than the one used last time, VPS requires you to enter a confirmation code before it allows
access to the system.

The access code is send to you by email.

It will be send to the email address you stated within your personal settings.

Security Rating: Weak.
Reason: An attacker can easily try access using a different Browser.

9.5 IP Security

IP Security forces the VPS for checking your currently used IP Address when accessing the VPS. In case your
current IP address is different than all two IP addresses stored within your security settings, you have to enter a
one-time access code send to you by email.

This access code will be send to the email address you stated within your personal settings.
Security Rating: Medium.

Reason: An attacker requires access to your Email Account or local PC in order to get the Email with the One-
Time Access Code.

9.6 Recommendation

We recommend using TAN Security plus SMS Security. Combining these two security settings makes it nearly
impossible hacking your VPS account or performing VPS transfers on your behalf.




In case you access the Internet by using a static link (having the same IP address all the time) you should
enable IP security, too.

Using Browser security is a weak security setting which is not recommended. Anyhow, it adds an additional layer
of security which at least slows down hacking your VPS account.

9.7 Setup

Security Settings will be setup within the personal account settings. It is recommended (as Member) using the
Security Wizard?.

2 Secretaries and Administrators do not have the Security Wizard available. For details of how to set up security see Pt. 11.3.3 Security
Settings P. 17ff




10 TrustLevels

TrustLevels are used in order to prevent abusing the VPS. The higher your TrustLevel, the more free you can
use the VPS. You can easily reach a higher TrustLevel.

TrustLevels do not have to be achieved in chronological order®.

10.1 Anonymous

An Anonymous user usually is a new member of the sales team, accessing the VPS first time. An Anonymous
user can perform exactly one Bank-Transfer in maximum height of the available balance but not more than
allowed by this TrustLevel. The user should use the Key supplied as Subject of the bank transfer in order to
verify the user® bank account. Doing so, the user will advance to TrustLevel Bank Account Verified (BAV),
which allows continuing to use the VPS.

Without advancing to TrustLevel BAV within the next 30 days the user will not be able to use the VPS anymore.

The account will be disabled and has to be activated by the company upon request following the procedures
outlined.

Nevertheless, the VPS account will accumulate all provisions earned. Once the account was set to TrustLevel
BAV (or higher) the user will be able transferring money from the VPS Account to the specified Bank Account.

10.2 Bank Account Verified (BAV)

This TrustLevel implies that the bank information has been verified and the bank account is combined with the
name of the user. BAV is the very first level allowing to use the VPS with less restrictions. Since a verified bank
account still allows abusing the VPS the usage is limited to transferring a limited amount of assets to other VPS
accounts and to the bank account of the user.

In order to achieve that level a user has to perform an outgoing bank transfer. This can be done by using option
Bank Transfers - New (Outgoing) or by option Change TrustLevel, selecting Bank Account Verification (BAV).
The transfer made will list a unique Key (BAV Key) on the transfer confirmation slip which has to be entered for
verification.

The verification key (BAV Key) has to be entered using Change TrustLevel - Accept Change.

10.3 Postal Address Verified (PAV)

This TrustLevel implies that the users postal address has been verified. PAV is the most common level allowing
to use the VPS with less restrictions. Since a verified postal address still allows abusing the VPS the usage is
limited to transferring a limited amount of assets to other VPS accounts and to the bank account of the user.

In order to achieve that level a user has to request PAV using option Change TrustLevel - Request PAV. The
company will send a letter to the stated address containing a unique Verification Key which has to be entered for
verification.

The Verification Key has to be entered using Change TrustLevel - Accept Change.

3 Please compare Pt. 10.5 TrustLevel Background, P. 9f for common scenarios.




10.4 Personal ldentity Verified (PIV)

This TrustLevel implies that the user was identified by authorised documentation. PIV is the highest TrustLevel,
allowing to use the VPS without restrictions. Any limitations regarding the height of transfers are set by
governmental rules.

In order to achieve that level a user has to request PIV using option Change TrustLevel - Request PIV. The
company will receive your request and will await a personal identification either by supplying necessary personal
identification material personally or by Post Ident Method.

The company will apply this TrustLevel once the material was supplied.

10.5 TrustLevel Background

TrustLevels have been implemented in order to prevent abuse of the VPS. Certain other virtual payment
systems on the market have showed that such systems always are endangered by abuse.

TrustLevels have been designed for combining ease of use and maximum security. Therefore, a user can
choose i f to be 0ifhstepsarifitosinfply lequestai Trugilewvelefrchore.

I f choosing to be Aforcedo a user deci des peautomatically ng a
starts a TrustLevel change to TrustLevel Bank Account Verified (BAV) and requires entering the Verification Key
within a certain amount of time in order to finish this change request.

In case the Verification Key is not entered within the specified amount of time, the user account is disabled.

A user might choose this TrustLevel as first level to apply for, because he/she simply intends retrieving
provisions as real money. The user should finish the started TrustLevel Change as soon as possible since
otherwise the VPS account will be disabled.

A more relaxed approach is starting a TrustLevel change request to TrustLevel Postal Address Verification
(PAV) instead. In case a user does not finish this change request within the time frame specified the user falls
back to the level he/she had already (which would be Anonymous, usually). This still allows initializing an
outgoing bank transfer (which again would start a change request to TrustLevel BAV) or another change request
to either TrustLevel PAV or PIV.

The easiest approach is requesting a TrustLevel change request to TrustLevel PIV (Personal Identity Verified).
This TrustLevel allows the most flexible usage of the VPS and can be achieved easily by submitting trusted
personal identity information.

The most common approach, anyhow, is stepping through the first two steps: Simply perform an outgoing bank
transfer in order to obtain your first provision and finish the accompanied TrustLevel change by entering the
Verification Key in time. Afterwards request a TrustLevel change to TrustLevel PAV as described above i
allowing to use the VPS supporting your business best.

10.6 TrustLevel Details

Members and Secretaries can get an overview about the current TrustLevel settings by using option Information
i TrustLevels Setup.




11 Using the VPS

The following chapters describe how to use the VPS. The description is split into sections T by user type.

11.1 All Users i Language

Use the Language DropDown List in order to select your preferred language of the VPS User Interface.

English -

Pic. 1: Languages
The User Interface will immediately change to the language selected.
The VPS comes along with the following languages by default®;

German
English
Serbian
Croatian
Russian.

= =4 —a 8 9

More languages can be implemented easily and fast.

11.2 All Users i Login

When starting the VPS you have to authenticate yourself.

You have to enter your VPS Nr, Username, Password and a randomly generated Image Code.

Depending on your security settings additional information might be requested. In the following example® the
user had activated IP Security as well as Browser security. Since using a DSL account a new IP Address was

assigned to the user since his/her last logon.

The system therefore identifies a different IP Address than stored within the database. The user is forced to
enter a one time access code submitted by email®.

Note: Please note that you have to enter your password again. Since the Images Code has been changed, too,
you have to enter the new Image Code as well.

‘e upon writing this documentation &
See Pic. 2: Login, P. 9
6 See Pic. 3: Login T One Time Access Code Email, P. 9
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LogIn

WS #: [RE0005
User Marne: {nwebd

Passward:

Image Code: VSHZ] W

Your login attempt was not successiul. Please try again.

L

Your IP address andior browser does not match data stored inthe database. Please confirm your current IP addressinew browser by
entering the access code sentto you in the recent e-mail:

|

@ digital-ecom ¢mbH 2006 - 2002

Pic. 2: Login

2} Confirmation code - Microsoft Internet Explorer 1ol =|

aReply‘QReply ko aII‘QForward‘d Fe% @ x ‘4 K4 ‘ @) Help

From: - Sent: Sun 05.06,2008 10:33
Ta: s

Ce:

Subject: Confirmation code

Attachments:

This email was sent to you, due to the security Settings of your VPS account. If
you did not expect this email, than somecne maybe tried to enter your account.

The IF Adress of the system was: S2.82.136.22¢6
The time of the access was: 6/8/20058 10:33 4N

If thi=s was intended, then please use this onetime PIN code, to verify your new
settings to the system. Use Button Login again in order to confirm your entering.

Pincode: 7Z025

Sincerely, Tour VPSS Team

P.S.: we will newver ask wyou for your passwords wvia eMail or telephone!

Note: Again, please enter your password as well as the newly created Captcoha.

Pic. 3: Login T One Time Access Code Email
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11.2.1 All Users i Login Language

The Login Page of the VPS will be shown in the language which is selected within your Browser, currently. In
case your current Browser language is not supported by the VPS, the Login Page will default to English.

11.3 Members

A member uses the VPS for transferring money to other VPS Members, for receiving provisions, for transferring
money on to the VPS account or for transferring VPS money to his/her bank Account. Additionally personal data
can be set and security settings applied.

11.3.1 Your Account

11.3.1.1 Balance

When accessing the VPS you will first see an overview of your VPS account. The overview shown depends on
whether your organisation uses TrustLevels or not. In case an organisation does not use TrustLevels your
Account overview looks like shown in Pic. 4: VPS Account Overview, P. 12.

o oo |

:
» Balance Your VPS Account
» Personal details
+ Bank Account
¥ Security Settings
¥ Change Paseswoard WPE Transters (outgoing pending (€) -1.01
\
» Mewr
» Transfers (infout)
» Payments History by Status
» Mewr [outgoing)
¥ Mewr (incoming)
» Payment Histary

@ VPS Language

[English

VFS number: 550005
Total arnount (£): 7142

Ly

WPS
Wer:2.3.69
@ digital-ecom GmbH 2005 - 2003

Pic. 4: VPS Account Overview
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In case your organisation uses TrustLevels Your Account will show more details as shown in Pic. 5: VPS
Account Overview - TrustLevel, P. 13",

You are here: VPS | VPS Account | Your VPS Account 3
1= VPS Account (
+ Your VPS Account Your VPS Account

+ Personal Details

VPS Number:
+ Bank Account
¥ Security Settings Total amount (€): 1,088.00
+ Change Password Bank Transfers {outgoing pending) (£): -24.00
&, VPS Transfers
F New ¥ Maximum Transfer Volume (€):
+ Transfers (infout)
+ Transfers (Shop) ¥ Transfer Volume (€) within Period:
£, Bank Transfers
+ Mew (outgoing)
TrustLevel Information

+ New (incoming) Change Trustlevel

+ Payment History

Your current Trustlevel: Personal Identity Verified (PiV)

F Terms Of Trade

 Fees H H
b TrustLevel Details 0 0

+ Documentation

& VPS Language 0 Anonymous

1 Bank Account Verified (BAV)
2 Postal Address Verified (PAV)
3 Personal Identity Verified (PIV)

English -

VPS
Ver: 3695
© digital-ecom GmbH 2008 - 2009

Pic. 5: VPS Account Overview - TrustLevel

11.3.1.1.1 TrustLevels

TrustLevel prevent abusing the VPS. As explained at another place TrustLevel set a maximum border for a
transferés height. The Bal ance overview informs about
your accounts value and the TrustLevel assigned to you. Since the possible transfer volume depends on

transfers performed within a certain time frame an overview about all transfers within a time frame is given, too.

UseMaxi mum Tr ansf eimorderdo get the ovérvieyv about your possible transfers.

! See Pt. 10 TrustLevels, P. 8 for details regarding TrustLevels.
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You are here: VPS | VPS Account | Your VPS Account |
22 VPS Account (
* Your VPS Account Your VPS8 Account
¥ Personal Details VPS Number:
+ Bank Account
» Security Settings Total amount (€): 1,088.00
+ Change Password Bank Transfers (outgoing pending) (€): -24.00
&, VPS Transfers
b Mew ¥ Maximum Transfer Volume (€}
¥ Transfers (in/out)
¥ Transfers (Shop) Maximum Transfer Volume By Account Balance (incl. Fees) By Trustlevel (incl. Fees) Usable Transfer Volume (incl.
= €) Fees)
+, Bank Transfers
» New (outgaing) VPS Transfer: 1,062.50 12,499.50 1,062.50
¥ New (incoming) Bank Transfer: 1,0569.00 12,495.00 1,059.00
> Payment History SCI Transfer: 106350 12,499 50 1,06350
F Terms Of Trade
» Fees
¥ TrustLevel Details ¥ Transfer Volume (€) within Period:
+ Documentation
& VPS Language Trustlevel | Information Change Trustlevel
English -

Your current Trustlevel: Personal Identity Verified (PIV)

Q=0 O==0Q

0 Anonymous

1 Bank Account Verified (BAV)
2 Postal Address Verified (PAY)
3 Perzonal ldentity Verified (PIV)

Pic. 6: Balance, Maximum Transfer Volumes
As you can see three calculations are shown:

1 Maximum Transfer Volume By Account Balance
1 By TrustLevel
1 and the Usable Transfer Volume.

The Usable Transfer Volume depends on the TrustLevel Settings and the Account Balance. You never will be

able spending more than your available money but this amount might be restricted further because of the
TrustLevel assigned to you.

Since the maximum amount by TrustLevel is calculated for a certain time frame, i.e. 30 days, you can browse
your transfers within the period determined by the TrustLevel assigned to you. To get an overview about your
transfersuseoptonTr ansf er Vol umes .(0) within Period
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You are here:

¥ Your VPS Account
+ Personal Details

+ Bank Account

+ Security Settings

» Change Password

&, VPS5 Transfers

» Mew
¥ Transfers (infout)
¥ Transfers (Shop)

+ New (outgoing)

+ New (incoming)

» Payment History

i Information |

F Terms Of Trade

F Fees

¥ TrustLevel Details

¥ Documentation

& VPS Language

English -

:= VPS Account [

VPS | VPS Account | Your VPS Account

ol oot |

Your VPS Account

VPS Number:

Total amount (€): 1,088.00

Bank Transfers (outgoing pending) (€): -24.00

¥ Maximum Transfer Volume (£);

¥ Transfer Volume (€} within Period:

Transfer Volume (€) within

Period: VPS: Bank (Outgoing):

Shop:

Last 30 days | 1.00

6.00

0.00

Trustlevel | Information

Change Trustlevel

Your current Trustlevel: Personal identity Verified (PIV)

H

0 Anonymous

1 Bank Account Verified (BAY)
2 Postal Address Verified (PAV)
3 Perzonal ldentity Verified (PIV)

VPS
Ver:3.8.95
® digital-ecom GmbH 2006 - 2009

Pic. 7: Balance, Transfer Volume by Period

In the example given all possible transfers (VPS, Bank and SCI8) use the same time frame of 30 days. In case
one of the transfer volumes exceeds the maximum possible transfer volume by TrustLevel, you will not be able
to perform such a transfer anymore. Once the time frame specified has elapsed, a new transfer will be possible

again.

Below your current TrustLevel is shown. In the example the Member has TrustLevel Personal Identity Verified
(PIV). PIV is the highest possible TrustLevel. Additionally general Information about TrustLevels is given. Finally
you can request a TrustLevel change or complete a requested TrustLevel change.

For details about how to do this refer to Pt. 10 TrustLevels, P. 8ff.

8 Shopping Cart Interface
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11.3.1.2 Personal Details

When accessing the Personal Details first time you will find all data filled i the data was taken from your
registration®. When changing data you have to enter all required data. In case required data was not entered you
will not be able to save your changes.

You are here: { / G Personal Details
= VPS Account ( N
¥ Your VPS Account Personal Details
» Personal Details
» Bank Account First name: |Ug
» Security Settings Last name: (Gemsjager

*» Change Password Company |digita|-en:c” GmbH

|

|

|

E-mait | l
Alias: ]
I

|

|

F New
» Transfers (infout)
¥ Transfers (Shop) Street: |
&, Bank Transfers City: |Ha"“:urg
» Mew (outgoing) 2IP: |2|:”:”_.”_.I
» New (incomin
( 9 Country: | Germany "|

» Payment History

¥ Terms Of Trade Telephone number: | |
r Fees

b TrustLevel Details -
¥ Documentation
& VPS Language

English -

VPSS
Ver.: 3.6.95
@ digital-ecom SmbH 2006 - 2009

Pic. 8: VPS Account i Personal Details
It is important to enter a correct email address'® as well as telephone number.

The format of the telephone has to be

° In case VPS is used as part of the digital-ecom VNet-Webservices (see http://www.digital-ecom.de), registering as new sales partner will
have created an VPS account for you automatically and additionally filled in all personal details, too. In case VPS is used in different
scenarios, personal data might be partly filled or even be empty.

The Email Address entered is used for transferring confirmations in case you changed personal data as well as in case of bank transfers
or VPS transfers. In case an incorrect Email Address has been entered you will not receive transfer confirmations which might make it hard
for you keeping track of all transfers you initiated.
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+[CountryCode without leading zeros][AreaCode][TelephoneNumber]
+490401234567

+490172123456

etc.

Without a correctly formatted telephone number no SMS messages could be send to you.

The Telephone Number specified is used for transferring security setting information to you. Anyhow, you can
overwrite this information when specifying your security settings.

In case TrustLevels are used changes to your Personal Details might cause a reset of your current TrustLevel.
This will happen in case you currently got TrustLevel Personal Address Verified (PAV) assigned. Since your
address has changed you have to request TrustLevel PAV again.

In case you had reached TrustLevel Bank Account Verified (BAV) previously, your new TrustLevel will be BAV.
In case you directly applied for TrustLevel PAV you will get assigned TrustLevel Anonymous now.

11.3.2 Bank Account

The second thing to setup is your Bank Account i this information is used for transferring provisions to your
bank account upon request.

In case you are a member of the European Union enter IBAN and SWIFT i this will be used to perform the
transfer correctly and fast.

In case you are a citizen outside the European Union enter all bank details required for performing a correct
bank transfer.

In case you specified a Company within your Personal Details you are entitled to set up a bank account for your
company. Otherwise a bank account will be set up for you personally.

In case you have reached TrustLevel Personal Identity Verified (PIV) you can specify a third party bank account
alternatively.

Note: When changing your Bank Account you have to apply for TrustLevel Bank Account Verified (BAV) again in
case your TrustLevel has been BAV.
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You are here:

i= VPS5 Account

F Your VPS Account
+ Personal Details
+ Bank Account

+ Security Settings
» Change Password

£, VPS5 Transfers

» New
 Transfers (infout)
+ Transfers (Shop)

£, Bank Transfers

» New (outgoing)
* New (incoming)
¥ Payment History

i Information

F Terms Of Trade

+ Fees

F TrustLevel Details
» Documentation

3 VPS Language

English -

Virtual Provisioning System

ount | Bank A

Bank Account Details

Use as Account Owner: | Personal Mame

Account Owner. |Uwe Gemsjager

Bank MName: |Deutsche Bank AG

Bank Mumber: |

Account Mumber:

As a member of the European Union please enter the IBAN (International Bank Account Number) plus
the BIC/SWIFT Code:

IBAN: |

BIC / SWIFT: [DEUT DE DBHAM

As a citizan outside of the European Union please enter required Bank Details below:

Bank Address: |Investment & FinanzCenter Hamburg-Wandsbek -
Wandsbeker Marktstr. 123

22041 Hamburg

Country: | Germany

Telephone:|

VPSS
Ver.: 3.8.95
& digitsl-ecom GmbH 2005 - 2009

Pic. 9: Personal Datai Bank Account
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11.3.3 Security Settings

Use Security Settings in order to specify your personal security settings*.

For details regarding the various settings compare Pt. 9 VPS Security, P. 5ff.

1= VPS Account
¥ Balance Security settings
¥ Personal details
¥ Bank Account TAM security [T
> Security Settings Actual TAM list#: &
» Change Passward E-rnail security: [T
55 ssury
¥ Mew Browser Security: &
» Transfers (infout) P ]
¥ Payments Histary by Stal P2 |l
o uigor
F Mew (incoming) L

F Payment History

@ VPS Language
English x>

WPS
Ver:2.3.68
@ digital-ecom GmbH 2008 - 2008

= NETTR—

Pic. 10; Security Settings

Alternatively use the Security Wizard by activating Button Wizard 12, Using the Wizard gives detailed information

on every possible setting.

It is recommended using the Wizard for setting security settings.

1 See Picture Pic. 10; Security Settings, P. 17
12 See Picture Pic. 11: Security Settings - Wizard, P. 18

Seite 19 von 59



VPS Documentation Autor: Uwe Gemsjager

VNet Webservices

Virtual Provisioning System

Vou o 5
i= VPS Account
¥ Balance Start

¥ Personal details

¥ Bank Account

» Security Settings

¥ Change Password

¥ Mews

¥ Transfers (infout)

» Payments History by Status

¥ Mew (outgoing)
¥ e (incoming)
¥ Payment History

‘Welcome to the security settings wizard |
This wizard helps you setting up multilayer security settings of your VPS5 account
Click the Mext button (==) to hegin.

& VPS Language

English hd

WPE
Ver 2,369
@ digital-ecom GmbH 2008 - 2008

Pic. 11: Security Settings - Wizard

In case you specified security settings like TAN Security you have to enter a TAN from your actual TAN List,

before your new settings will be applied.

Virtual Provisioning System

o oot

i= VPS Account

¥ Transfers (infaut) IP1:]87 139.98 112 =

b Payments History by Status P2 -
£ Bank Transfers

* Mew (outgoing) Please erter TAM 8 frorm TAM List# 5
b Mews (incoming)
+ Payment Histary Fleasa verify all information abave and click Ok,

To correct something click Cancel

& VPS Language " I'm sure

| Save || Cancel H Wizard
IEngI\sh j

b Balance Security settings
¥ Personal details
b Bank Account TAN security, [
b Security Settings Actual TAM list# 5 Generate TAMNs List
¥ Change Passward E-rmail security T
£, VPS Transfers SMS security [T
b Mewe Broweser Secutity [ @

WRS
Wer:2.3.69
@ digital-ecom SmbH 2005 - 2002

Pic. 12: Security Settings i TAN confirmation
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11.3.3.1 Generate new TAN List

In case you fear your current TAN List is compromised, i.e. because somebody else had access to it, or in case
you lost the previous list, use Button Generate TANSs List in order to create a new TAN List.

The TAN List will be send to your Email Address.
The new TAN List is valid immediately; the old TAN List cannot be used anymore.

Note: In case you used the last TAN of your actual TAN List the system will automatically create a new TAN List
for you once it is required. You do not have to use this option for retrieving new TANSs.

11.3.4 Change Password

Finally, your account settings allow changing your password used to access the VPS.

You are here:

i= VPS Account
+ Balance

b Personal details Change Your Password

» Bank Account

¥ Security Settings Password| |

F Change Password e Password:| |
Confirmm Mew Password:| |

F My

F Transfers (infout)

F Payments History by Status Change Password ” Cancel |

£, Bank Transfers

b Mew (outgoing)
P Mews {incaming)
F Payment History

& VPS Language

| English

Lo

WPES
Wer:2.3.68
@ digital-ecom GmbH 2006 - 2002

Pic. 13: Change Password
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11.3.5 VPS Transfers

11.35.1 New Transfer

Use VPS Transfer i New in order to perform a transfer from your VPS account to another Members VPS
account.

In order to perform a transfer you have to know the VPS Account Number of the recipient of the transfer. Once
you entered the VPS Nr. and selected another field of the form, the field Recipient Name will be filled
automatically.

You see how much money you can transfer at maximum (field Amount). In case your tralnsfer volume exceeds
this maximum amount the transfer will not be performed (Error message: Invalid Value) 8,

You have to enter a Title of the transfer i this helps identifying it later on.

You are here: VPS | VPS Transfers | New VPS Transfers &
1= VPS Account (
» Your VPS Account New VP S Transfer
+ Personal Details Transfers money from your VRS account to another.

+ Bank Account
+ Security Settings

+ Change Password Receipient VPS# I:I Lastused:| - -
Alias (optional): |

» Hew ) Amount: |:| { max.

¥+ Transfers (infout)

» Transfers (Shop) Title: [ |
Recipient Name: [va |

+ Mew (outgoing)
+ Mew (incoming)
+ Payment History

F Terms Of Trade I 0K ”

Cancel

b Fees
» TrustLevel Details
+ Documentation

J VPS Language

English A

VPS
Ver.: 3.6.95
@ digital-ecom GmbH 2008 - 2008

Pic. 14: VPS Transfers - New

13 See Pic. Pic. 15: VPS Transfers i Errors, P. 21
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You are here:

i= VPS Account

» Your WPS Account
¥ Personal Details

» Bank Account

F Security Settings

* Change Password

£, VPS Transfers

+ New
¥ Transfers (infout)
¥ Transfers (Shop)

£, Bank Transfers

+ Mew (outgoing)
* Mew (incoming)
» Payment History

i Information

¥ Terms Of Trade

F Fees

» TrustLevel Details
» Documentation

& VPS Language

English -

System

VPS | VPS Transfers | New VPS Transfers

New VPS8 Transfer

Transfers money from your VPS account to another.

Receipient VPS#:
Alias (optional):
Amount:

Title:

Recipient Name:

[ ] testused .

| |
(max: 1,063.50)
I |

|Uwe Gemsjager |

OK || Cancel

Invalid value

VPS
“er: 28898

© digital-ecom GmbH 2006 - 2009

Pic. 15: VPS Transfers i Errors

11.3.5.2

VPS Transfer Confirmations

For every Transfer you initiated a confirmation email is send to you. You should print and collect the mails.
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Pic. 16: VPS Transfer Confirmation

11.3.5.3 Transfers (in/out)

Use this option for getting information about all transfers which have taken place.
By default, this will list all transfers of the current day by transfer direction incoming (meaning: your earnings).

You can easily change the default settings by specifying a date range as well another direction. To retrieve new
data use Button Search.




